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1
Decision/action requested

This pCR proposes normative text for providing general aspects of Subscription Privacy
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3
Rationale
At the last SA3 meeting, an interim agreement to use home network asymmetric key (publick key), without the use of PKI, for protecting subscription identifier (SUPI) privacy in 5GS was reached (c.f., clause E.7.2.6 of [2]). This means that that the 5G UE shall be preconfigured with the public key of the home network before it can perform 5G registration. 

Conclusion #1: For UE subscription privacy, the UE shall be preconfigured with the public key of the home network.

SA3 also needs to consider whether this public key is configured on the USIM (or its equivalent in 5GS) or the non-volatile memory of the ME. It should be noted that the ME needs to have access to the SUPI in clear for various reasons (e.g., SIM lock, IMS registration). Moreover, with the subscription privacy feature, we are not trying to hide the SUPI from the ME, but from the passive and active attackers exploiting the over-the-air interface. Therefore, we can conclude that there is no reason to hide the (privacy sensitive parts of) SUPI from the ME. Given that there is a strong desire from operators to reuse the USIMs that are already deployed with EPS (Rel-99 or later version of the USIM) for 5G System access and the 5G authentication methods does not require issuance of new USIMs, the 5GS should support both options. If the public key of the HN is stored in both USIM and ME, following the well accepted 3GPP principle, the public key stored on the USIM should take precedence over the one stored in the ME.
Conclusion #2: 5GS shall support storage of the public key of the HN used for subscription privacy to be stored either in the USIM or in the non-volatile memory of the ME. 

The MNOs could reuse their existing provisioning solutions to preconfigure the public key on the UE. For example, OTA platforms or out of band personalization in the case of USIM, and OMA-DM or another out of band method for configuring the ME can be used.  SA3 should further study whether there are benefits to standardizing an in-band method for secure provisioning the public key in case the UE is not already pre-configured with the public key before the UE attempts 5G registration or to recover from scenarios where the UE is not able to register using the preconfigured public key. However, SA3 has not studied a provisioning solution on how this can be achieved, especially without revealing the SUPI in the clear over the air in such circumstances.

Conclusion #3: The MNOs could reuse their existing provisioning solutions to preconfigure the public key on the UE. It is FFS whether there is a need to specify an in-band method for secure provisioning of the public key to the UE. 

Another important aspect that needs to be considered is what should be the UE behaviour if the UE is either not configured with the public key or it is not able to successfully register to the network using the configured public key. The latter could happen for several reasons, e.g., due to an error or misconfiguration either at the UE and/or the home network or an attacker trying to tamper with the concealed SUPI sent by the UE. How the UE behaves in such cases has implications for the subscription identifier privacy feature. For example, is the unavailability of service preferable to the possible compromise of the subscription privacy?. The UE behaviour under these scenarios needs to be carefully considered and clearly specified.

Conclusion #4: When the UE is not preconfigured with the public key of the HN or the UE is not able to successfully register to the network when a public key is preconfigured, the behaviour of UE needs to be clearly specified. The exact scenarios and the associated UE behaviours are FFS.
The below pCR captures the above in a general clause under the subscription privacy.

4
Detailed proposal

SA3 kindly requested to agree on the following pCR to TS 33.501.
============ BEGIN CHANGES =========
6.8
Subscription identifier privacy


6.8.1
General 

The purpose of subscription identifier privacy feature is to ensure that the privacy sensitive parts of the SUPI is not revealed on the over the air interface at any time during the system operation. To use this feature, the UE shall be preconfigured with the public key of the home network by the HPLMN and is used to conceal the parts of the SUPI that is not required for routing the UE registration requests to the home network. 
The public key of the home network shall either be stored on the USIM (or an equivalent application on the tamper resistance secure element) of the UE or on the non-volatile memory of the ME. If it is stored in both places, the former shall take precedence. The storage on the ME shall be used if the USIM (or an equivalent application on the tamper resistance secure element) has not been configured with the public key of the home network.
Editor’s Note: The MNOs could reuse their existing provisioning solutions to preconfigure the public key on the UE. It is for further study whether there is a need to specify an in-band method for provisioning the public key to the UE. 
Editor’s Note: When the UE is not preconfigured with the public key of the HN or the UE is not able to successfully register to the network using a public key that is preconfigured, the UE behaviours under these scenarios needs to be clearly specified. The exact scenarios and the associated UE procedures are FFS.
6.8.2
Subscriber permanent identifier 

6.8.3
Subscriber temporary identifier

NOTE: This subclause is about the temporary subscription identifier shared between UE and core network. RAN level identifiers are handled in clause 7. 

6.8.4
Subscriber identification procedure

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.1.3, which is about the Identity request/response procedure between serving network and UE invoked in case the SN is unable to resolve the temporary identifier.

========== END OF CHANGES =============

